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Edit restrictions of 
secondary users 
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Scan biometric 
secondary user 
(i.e. finger print) 
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Edit hardware's 
configuration 
(i.e. HUB options) 
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Enter secondary 
user password 



Save information 
to Smartcard/HUB 



Edit secondary 
users personal 
data 



( Exit ) 
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Receiving data from the insertion of a 
card into a card reader 






Receiving a biometric identifier 






Running a challenge/response protocol 
between the encryption control device 
and the inserted card 






Activating an encryption/decryption 
engine 
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( Done J 
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Providing an encryption control device 







Authenticating a user 






Initializing the encryption control device 
through a challenge/response protocol 






Activating an encryption/decryption 
engine 
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Issue an initialize card command 






Send public key to smart card 






Supply public key to ECD 
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Send private key of ECD encrypted 
with the public key to the smart card 



Pass private key of the smart card 
encrypted with the ECD's private key 
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Q Done ^ 
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